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Global Certificate in Media and Entertainment Law

Privacy and Data Protection

Privacy and Data Protection Key Terms and Vocabulary

Privacy and data protection are crucial aspects of media and entertainment law, especially in today's digital
age where personal information is constantly being collected, stored, and shared. Understanding the key
terms and vocabulary related to privacy and data protection is essential for professionals in the media and
entertainment industry to navigate legal requirements and protect individuals' rights. Below are some key
terms and concepts that are important to grasp in the context of privacy and data protection:

1. Personal Data: Personal data refers to any information that relates to an identified or identifiable
individual. This can include names, addresses, phone numbers, email addresses, social security numbers,
and more. Personal data is at the core of privacy and data protection laws as it is crucial to protect
individuals' sensitive information from unauthorized access or misuse.

2. Data Subject: A data subject is the individual to whom the personal data relates. In the context of privacy
and data protection, data subjects have rights regarding the collection, processing, and storage of their
personal information. It is essential for organizations to respect these rights and comply with relevant data
protection regulations.

3. Data Controller: A data controller is an entity that determines the purposes and means of processing
personal data. This can be an organization, a company, or an individual who collects and processes personal
information. Data controllers have specific obligations under data protection laws to ensure the lawful and
fair processing of personal data.

4. GDPR: The General Data Protection Regulation (GDPR) is a comprehensive data protection law that came
into effect in the European Union in 2018. The GDPR aims to harmonize data protection regulations across
EU member states and enhance the protection of individuals' personal data. It imposes strict requirements
on data controllers and processors, including obligations related to consent, data minimization,
transparency, and accountability.

5. Privacy Shield: The EU-U.S. Privacy Shield is a framework that enables the transfer of personal data from
the European Union to the United States in a manner that complies with EU data protection requirements.
Organizations that wish to transfer personal data from the EU to the U.S. must self-certify under the Privacy
Shield framework and commit to meeting specific data protection standards.

6. Data Protection Impact Assessment (DPIA): A Data Protection Impact Assessment (DPIA) is a process used
to identify and assess the potential risks associated with the processing of personal data. DPIAs are
mandatory under the GDPR for data processing activities that are likely to result in a high risk to individuals'
privacy rights. Conducting a DPIA helps organizations identify and mitigate privacy risks before processing
personal data.
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7. Data Breach: A data breach occurs when there is unauthorized access to or disclosure of personal data.
Data breaches can result from various factors, including cyberattacks, human error, or system vulnerabilities.
Organizations that experience a data breach must notify the relevant data protection authorities and
affected individuals in accordance with data protection laws.

8. Privacy by Design: Privacy by Design is a concept that promotes the integration of privacy and data
protection principles into the design and development of products, services, and systems. By embedding
privacy considerations from the outset, organizations can enhance data protection, minimize privacy risks,
and build trust with users. Privacy by Design is a key requirement under the GDPR.

9. Data Minimization: Data minimization is a principle that emphasizes collecting only the personal data that
is necessary for a specific purpose. By limiting the amount of data collected and processed, organizations
can reduce privacy risks and comply with data protection regulations. Data minimization is a fundamental
aspect of privacy and data protection practices.

10. Right to Erasure: The right to erasure, also known as the right to be forgotten, is a data subject right that
allows individuals to request the deletion of their personal data. Under the GDPR, data subjects have the
right to have their personal information erased under certain circumstances, such as when the data is no
longer necessary for the purposes for which it was collected or processed.

11. Consent: Consent is a legal basis for processing personal data under data protection laws. In order to
process personal data lawfully, organizations must obtain explicit and informed consent from data subjects.
Consent must be freely given, specific, informed, and unambiguous, and data subjects have the right to
withdraw their consent at any time.

12. Data Protection Officer (DPO): A Data Protection Officer (DPO) is an individual designated by an
organization to oversee data protection compliance and act as a point of contact for data protection
authorities and data subjects. DPOs play a crucial role in ensuring that organizations comply with data
protection regulations, such as the GDPR.

13. Data Processing: Data processing refers to any operation or set of operations performed on personal
data, such as collection, recording, organization, storage, retrieval, use, disclosure, or erasure. Organizations
that process personal data must do so in accordance with data protection laws and principles to safeguard
individuals' privacy rights.

14. Privacy Policy: A privacy policy is a statement or document that outlines how an organization collects,
uses, discloses, and protects personal data. Privacy policies inform individuals about their rights regarding
the processing of their personal information and help organizations demonstrate transparency and
accountability in their data processing practices.

15. Cookies: Cookies are small text files that are stored on a user's device when they visit a website. Cookies
are commonly used for tracking user behavior, personalizing content, and improving website functionality.
Organizations must obtain consent from users before placing cookies on their devices, in compliance with
data protection regulations such as the GDPR.
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16. Data Subject Rights: Data subject rights are the rights that individuals have regarding the processing of
their personal data. These rights include the right to access, rectify, erase, restrict, and port personal data, as
well as the right to object to certain types of processing. Data subjects can exercise these rights to maintain
control over their personal information.

17. Data Protection Authority (DPA): A Data Protection Authority (DPA) is an independent public authority
responsible for monitoring and enforcing data protection laws within a specific jurisdiction. DPAs play a
crucial role in overseeing compliance with data protection regulations, investigating complaints, and
imposing sanctions on organizations that violate data protection laws.

18. Cross-Border Data Transfers: Cross-border data transfers involve the transfer of personal data from one
country to another. Organizations must ensure that cross-border data transfers comply with data protection
laws and regulations, such as the GDPR. Adequate safeguards, such as standard contractual clauses or
binding corporate rules, may be required to protect personal data during international transfers.

19. Data Localization: Data localization refers to the requirement to store and process personal data within a
specific geographic location or jurisdiction. Some countries have data localization laws that mandate that
certain types of data be stored locally to protect individuals' privacy and security. Data localization
requirements can pose challenges for multinational organizations operating in multiple jurisdictions.

20. Privacy Impact Assessment (PIA): A Privacy Impact Assessment (PIA) is a process used to assess the
privacy risks associated with a particular project, system, or technology. PIAs help organizations identify
privacy risks, evaluate the impact of data processing activities on individuals' privacy rights, and implement
measures to mitigate risks and comply with data protection regulations.

21. Data Retention: Data retention refers to the period of time for which personal data is kept by an
organization before it is deleted or destroyed. Data retention policies should be designed to comply with
data protection laws, minimize privacy risks, and ensure that personal data is not retained longer than
necessary for the purposes for which it was collected.

22. Privacy Compliance: Privacy compliance refers to the process of ensuring that an organization's data
processing activities comply with relevant data protection laws and regulations. Compliance with privacy
requirements is essential to protect individuals' privacy rights, avoid legal liabilities, and maintain trust with
customers and stakeholders. Organizations must establish robust privacy compliance programs to meet
their obligations under data protection laws.

23. Data Security: Data security refers to the measures and practices implemented to protect personal data
from unauthorized access, disclosure, alteration, or destruction. Data security measures may include
encryption, access controls, secure transmission protocols, and cybersecurity tools. Organizations must
implement appropriate data security measures to safeguard personal data and prevent data breaches.

24. Privacy Rights: Privacy rights are the rights that individuals have to control their personal information
and protect their privacy. These rights include the right to privacy, the right to data protection, and the right
to be informed about how personal data is collected and used. Privacy rights are enshrined in various
international and domestic laws to ensure that individuals' privacy is respected and protected.
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25. Surveillance: Surveillance refers to the monitoring, tracking, or observation of individuals' activities,
behavior, or communications. Surveillance technologies, such as CCTV cameras, facial recognition systems,
and social media monitoring tools, raise privacy concerns and may infringe on individuals' privacy rights.
Organizations must balance the need for surveillance with respect for individuals' privacy and data
protection rights.

26. Data Privacy Laws: Data privacy laws are legal frameworks that regulate the collection, processing, and
protection of personal data. These laws aim to safeguard individuals' privacy rights, prevent data breaches,
and ensure that organizations handle personal data responsibly. Data privacy laws vary by jurisdiction and
may impose different requirements on organizations based on their location and the nature of their data
processing activities.

27. Biometric Data: Biometric data refers to unique physical or behavioral characteristics used for
identification or authentication purposes. Biometric data, such as fingerprints, facial recognition data, and
voiceprints, is considered sensitive personal information and is subject to strict data protection
requirements. Organizations that collect and process biometric data must ensure that it is secure and used
only for authorized purposes.

28. Data Subject Consent: Data subject consent is the permission granted by individuals for the processing
of their personal data. Consent must be freely given, specific, informed, and unambiguous, and data
subjects have the right to withdraw their consent at any time. Organizations must obtain valid consent from
data subjects before processing their personal data to comply with data protection laws.

29. Incident Response Plan: An incident response plan is a structured approach that organizations use to
manage and respond to data breaches and security incidents. Incident response plans outline the steps to
be taken in the event of a data breach, including identifying the breach, containing the incident, notifying
affected individuals, and coordinating with data protection authorities. Having an incident response plan is
essential for organizations to effectively respond to data security incidents and mitigate potential harms.

30. Data Subject Access Request (DSAR): A Data Subject Access Request (DSAR) is a request made by an
individual to access their personal data held by an organization. Data subjects have the right to request
access to their personal information, verify its accuracy, and obtain a copy of the data being processed.
Organizations must respond to DSARs in a timely manner and provide data subjects with the information
they are entitled to under data protection laws.

31. Privacy Impact Statement (PIS): A Privacy Impact Statement (PIS) is a document that outlines the
potential privacy risks associated with a particular project, initiative, or policy. PISs help organizations assess
the impact of their activities on individuals' privacy rights, identify privacy risks, and implement measures to
mitigate risks and comply with data protection regulations. Privacy Impact Statements are valuable tools for
organizations to demonstrate accountability and transparency in their data processing practices.

32. Data Governance: Data governance refers to the framework, policies, and processes that organizations
use to manage, protect, and control their data assets. Data governance encompasses data quality, data
security, data privacy, and compliance with data protection regulations. By establishing robust data
governance practices, organizations can ensure that personal data is handled responsibly, securely, and in
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compliance with legal requirements.

33. Privacy Awareness Training: Privacy awareness training is a program that educates employees about
privacy and data protection principles, regulations, and best practices. Privacy training helps raise awareness
about privacy risks, responsibilities, and compliance requirements within an organization. By providing
privacy awareness training to employees, organizations can promote a culture of privacy, reduce the risk of
data breaches, and ensure compliance with data protection laws.

34. Privacy Enhancing Technologies (PETs): Privacy Enhancing Technologies (PETs) are tools and techniques
that help protect individuals' privacy and enhance data protection. PETs include encryption, anonymization,
pseudonymization, and other technologies designed to safeguard personal data and minimize privacy risks.
By implementing Privacy Enhancing Technologies, organizations can enhance data security, protect
individuals' privacy rights, and comply with data protection regulations.

35. Data Subject Consent Management: Data subject consent management refers to the processes and
systems that organizations use to collect, record, and manage data subject consent for the processing of
personal data. Consent management systems help organizations obtain valid consent from data subjects,
track consent preferences, and demonstrate compliance with data protection laws. By implementing
effective consent management practices, organizations can ensure that data processing activities are based
on lawful and informed consent.

36. Privacy Breach Notification: Privacy breach notification is the process of informing individuals, data
protection authorities, and other stakeholders about a data breach that has occurred. Organizations that
experience a data breach must notify affected individuals and relevant authorities within specified
timeframes, as required by data protection laws. Privacy breach notification helps individuals take steps to
protect their personal information and enables organizations to fulfill their obligations under data
protection regulations.

37. Data Protection Impact Assessment (DPIA) Tool: A Data Protection Impact Assessment (DPIA) tool is a
software application or template that organizations use to conduct DPIAs for data processing activities.
DPIA tools help organizations assess the privacy risks associated with specific projects, systems, or
technologies, identify measures to mitigate risks, and document compliance with data protection laws. By
using DPIA tools, organizations can streamline the DPIA process, improve privacy risk management, and
demonstrate accountability in their data processing practices.

38. Privacy Compliance Audit: A privacy compliance audit is a systematic review of an organization's data
processing activities to assess compliance with data protection laws and regulations. Privacy audits help
organizations identify privacy risks, gaps in compliance, and areas for improvement in their data protection
practices. By conducting regular privacy compliance audits, organizations can proactively address privacy
issues, mitigate risks, and ensure ongoing compliance with data protection requirements.

39. Data Protection Officer (DPO) Training: Data Protection Officer (DPO) training is a program that educates
individuals appointed as DPOs about their roles, responsibilities, and obligations under data protection
laws. DPO training covers topics such as data protection principles, GDPR requirements, incident response,
and privacy compliance. By providing DPOs with comprehensive training, organizations can ensure that
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DPOs have the knowledge and skills necessary to fulfill their data protection responsibilities effectively.

40. Privacy Shield Certification: Privacy Shield certification is the process by which organizations self-certify
their compliance with the EU-U.S. Privacy Shield framework. Organizations that wish to transfer personal
data from the EU to the U.S. must certify under the Privacy Shield and commit to meeting specific data
protection standards. Privacy Shield certification demonstrates an organization's commitment to protecting
personal data and complying with EU data protection requirements.

41. Data Protection Officer (DPO) Reporting: Data Protection Officer (DPO) reporting refers to the periodic
reporting that DPOs provide to senior management or data protection authorities about the organization's
data protection activities. DPO reporting includes updates on data protection compliance, incident
response, privacy risks, and privacy training initiatives. By establishing clear reporting lines for DPOs,
organizations can ensure transparency, accountability, and oversight of their data protection practices.

42. Privacy by Design Framework: Privacy by Design Framework is a structured approach to embedding
privacy and data protection principles into the design and development of products, services, and systems.
Privacy by Design Framework helps organizations integrate privacy considerations from the outset,
minimize privacy risks, and ensure compliance with data protection regulations. By adopting Privacy by
Design Framework, organizations can enhance data protection, build trust with users, and demonstrate a
commitment to privacy.

43. Data Retention Policy: A data retention policy is a set of guidelines that govern the retention and
deletion of personal data by an organization. Data retention policies specify the duration for which personal
data is kept, the purposes for which it is retained, and the procedures for securely deleting data when it is
no longer needed. By implementing a data retention policy, organizations can manage personal data
responsibly, comply with data protection laws, and reduce privacy risks associated with unnecessary data
retention.

44. Privacy Impact Assessment (PIA) Template: A Privacy Impact Assessment (PIA) template is a standardized
document or tool that organizations use to conduct PIAs for data processing activities. PIA templates help
organizations assess privacy risks, document compliance with data protection laws, and identify measures to
mitigate risks. By using PIA templates, organizations can streamline the PIA process, ensure consistency in
privacy assessments, and demonstrate accountability in their data processing practices.

45. Data Protection Officer (DPO) Role: The Data Protection Officer (DPO) role is a key position within an
organization responsible for overseeing data protection compliance and advising on data privacy matters.
DPOs are required under the GDPR for certain organizations that process personal data on a large scale or
engage in sensitive data processing activities. DPOs play a crucial role in ensuring that organizations comply
with data protection laws, protect individuals' privacy rights, and uphold high standards of data protection.

46. Privacy Shield Principles: The Privacy Shield Principles are a set of data protection standards that
organizations must adhere to when transferring personal data from the EU to the U.S. under the EU-U.S.
Privacy Shield framework. The Privacy Shield Principles include requirements related to notice, choice,
accountability for onward transfers, security, data integrity, access, and recourse mechanisms. Organizations
that self-certify under the Privacy Shield must comply with these principles to safeguard personal data and
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ensure compliance with EU data protection requirements.

47. Data Breach Response Plan: A data breach response plan is a documented strategy that organizations
use to respond to data breaches and security incidents effectively. Data breach response plans outline the
steps to be taken in the event of a data breach, including incident detection, containment, notification, and
recovery. By having a data breach response plan in place, organizations can minimize the impact of data
breaches, protect personal data, and comply with data breach notification requirements under data
protection laws.

48. Privacy Compliance Program: A privacy compliance program is a set of policies, procedures, and controls
that organizations implement to ensure compliance with data protection laws and regulations. Privacy
compliance programs encompass privacy policies, data protection training, incident response plans, privacy
risk assessments, and ongoing monitoring of data processing activities. By establishing a robust privacy
compliance program, organizations can mitigate privacy risks, protect individuals' privacy rights,
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